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This research is a multifaceted study on cybercrime. This research includes 1) the
researches on actual situation of cybercrime, and 2) the researches on countermeasures
against cybercrime through both direct inquiries and surveys of previous academic
researches inside and outside Japan. The results based on this research are presented in
academic conferences and academic journals.

The first feature of this research is, based on the new philosophy of science called complex
systems theory, to elucidate the mechanism of endogenous evolution that has not been
sufficiently explored in conventional social science, and by highlighting the characteristics

of cyberspace and cybercrime with severe endogenous change, this research tries to
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establish a new ground in cybercrime criminology that could not be solved by conventional
criminology theory. In cybercrime countermeasures, this research shows the importance of
agile responding to changes and establishing a multi-agency collaboration system.

The second feature of this study is to focus on not only the countermeasures by criminal law
but also administrative and private-sector responses and cooperation among these different
approaches.

In addition, this research pays attention to the aspect of organized crime in cybercrime, and
shows that it will be a clue to further development of criminological study in the future.
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